17 9 30



DES

(Data Encryption Standard)

AES

(Advanced Encryption Standard)

2005/09/30



DES

RSA

DES RSA

(H14 )

2005/09/30




~

2005/0



e DES
e AES

2005/09/30



DES



e DES
e DES

. DES

2005/09/30



DES

« DES Data Encryption Standard

DES

2005/09/30



DES

— Biham Shamir

_ DES

— DES
WS 243 _

— RSA Security DES

2005/09/30



10



DES

DES

f (Rn—l’ Kn)

11




e =Y DYy1 DY2 DYys

i
-

1 F(R, 41, K;) 1

2005/09/30

Ry 1]15] & Kn[22] = f(Rn_1, K,)[7, 18,24, 29]




DES

K1[22] = Ro[15] & f(Ro, K1)[7, 18,24, 29)]
= Ry[15] @ Lo[7, 18,24, 29] @|R1[7, 18, 24, 29]

K3[22] = Ry[15] @ f(Ro, K3)[7,18,24,29]
= Ls[15] ® Rs[7,18,24,29] & L,[7, 18, 24,29
‘ = L3[15] @ R4[7,18,24,29] & |R1 (7,18, 24, 29]

!

2005/09/30 — Ry[15] ® Lo[7, 18,24, 29] & L3[15] & Rs[7, 18,24, 29
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2*° = (72,057,594,037,927,936)

DES Challenge
RSA Security

DES

The secret message is:
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DES Challenge

DES Challenge
Rocke Vercer

PC

billion keys per second
“Strong cryptography makes the world a safer place”

DES Challenge -1
Distributeted.net

PC
34billion keys per second
“Many hands make light work”

DES Challenge -2
EFF (Electronic Frontier Foundation)

$25,000
88hillion keys per second
“It”s time for those 128-,192-,and 256-bit keys”

DES Challenge
Distributeted.net

DES PC

250billion keys per second

“See you in Rome (second AES Conference, March 22-
23,1999)”
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MixColumns

C; ,C6 , C7, C8

C(t) A(t) = (03)16t3 —+ (01)16t2 + (01)16t -+ (02)16

v d5,d6,d7,d8
MixColum
D(t) = A(t) @ C(t)

dg = 02c5 & 0lcg & 01c7 € 03cg
¥ dg = 03c5 @ 02¢g ® 0lcy $ Olcg

D(t) d7 = 0lcs @ 03cg @ 02¢7 P Olcg
dg = 0lcg & Olcg © 03¢c7 & 02cg
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GF(2%)

& (00110101),  (01100011)s

(00110101)5 @ (01100011),

00110101
@ 01100011
01010110
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GF(2%)

1/3

@ (01)16 = (00000001),

(00110101)5 x (00000001)5
00110101

x 00000001

00110101
00000000

00110101

(01)16 = (00000001 )5
|
1

2005/09/30
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GF(2%)

213

@ (02)15 = (00000010),

(00110101)5 x (00000010)5
00110101

x 00000010

00000000
00110101

01101010

(02)16 = (00000010)4

i
1

2005/09/30
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GF(2%)

3/3

@ (03)15 = (00000011),

(00000011)5 = (00000010)2 & (00000001)s
m

m x (03)16 = m x (02)16 @ m x (01)16

(03)16 = (00000011),
|
(02)4¢ XOR

XOR :
2005/09/30
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MixColumns

1/7
C1|C2/C3/C4|C5|Cp|CT7|C8| C14/C15/C16
1b?e((a;it) D
4byt:(g2bit)
lbyte 4 4byte

2005/09/30
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MixColumns

217
C1]/C2|C3]C4,C5|Ce|CT7/C8) C1 C15/Cl6
> BA)
d|do]ds]da] ds|dg| d7 [ dg} iy sl dig

2005/09/30

| ds = 02¢c5 @ 01cg @ 01c7 @ 03cg |
dg = 03cg & 02cg © 01lc7 © Olcg
d7 = 0lcs @ 03¢cg @ 02¢c7 ¢ Olcg
dg = 0lcg & Olcg © 03¢c7 & 02cg
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MixColumns

3/'7

C; Ce C7 C8
:[01010011 00111001 00011010 00111110]

d5 — 0265 D 0166 D 0167 D 0368

2005/09/30
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MixColumns

A4/'7

0265 — (02)16 X (()1010011)2

(02)16 = (0000(D)-
I

1

(10100110)5

2005/09/30
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MixColumns

5/7

2005/09/30

0106 — (01>16 X (00111001)2

01

0= (00111001)-

|l
1

= (00011010)5
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MixColumns

6/7
03¢ = (081> (001 0
= (0 (03)16 = (0000; 01000010
= (0 (02)4¢ XOR F
— (0I000010)5

2005/09/30
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MixColumns

7

d5 = 0205 S, 0106 S, 0167 P, 0368
= (10100110), & (00111001), & (00011010)2 & (01000010)-

10100110
00111001

0001101
@ 0100001

0
0

1100011

2005/09/30
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ds = (11000111),
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Triple-DES

e DES
e DES

. DES |_, DES™|__,| DES |__.,

KKy Ky Kq)
Kl K3
K, K, DES
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X XOR Y

R | =L | OO | X

R Ok O |

Ol |k
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