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Financial Cryptography and Data Security 2016

Twentieth International Conference
February 22-26, 2016
Accra Beach Hotel & Spa
Barbados

Ross Anderson live-blogged FC16. You can read his excellent summaries of all presentations,
including during the rump session, over at Light Blue Touchpaper.

All events take place in the Khairoon at the Accra Beach Hotel unless otherwise indicated.

Sunday, February 21, 2016

16:00-18:00 Registration Reception
Location: Fig Tree

Monday, February 22, 2016
08:30-09:00 Registration
09:00-09:10 Opening Remarks

09:10-10:10 Session 1: Anniversary Keynote
David Chaum v

https://fcl6.ifca.ai/program.html



The Other Side of the Coin:
User Experiences with Bitcoin Security and Privacy

Katharina Krombholz, Aljosha Judmayer, Matthias Gusenbauer, and Edgar Weippl

SBA Research. Vienna, Austria
(firstletterfirstname) (lastname)@sba-research.org

Abstract. We present the first large-scale survey to investigate how users ex-
perience the Bitcoin ecosystem in terms of security, privacy and anonymity. We
surveyed 990 Bitcoin users to determine Bitcoin management strategies and iden-
tified how users deploy security measures to protect their keys and bitcoins. We
found that about 46% of our participants use web-hosted solutions to manage at
least some of their bitcoins, and about half of them use exclusively such solu-
tions. We also found that many users do not use all security capabilities of their
selected Bitcoin management tool and have significant misconceptions on how to
remain anonymous and protect their privacy in the Bitcoin network. Also, 22% of
our participants have already lost money due to security breaches or self-induced
errors. To get a deeper understanding, we conducted qualitative interviews to ex-
plain some of the observed phenomena.

https://fcl6.ifca.ai/preproceedings/33_Krombholz.pdf
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Fake Identities in Social Media: A Case Study on the
Sustainability of the Facebook Business Model

Katharina Krombholz, Dieter Merkl, Edgar Weippl

Received: 26 July 2012 / Accepted: 17 November 2012 / Published: 31 December 2012

© The Society of Service Science and Springer 2012

ABSTRACT

Social networks such as Facebook. Twitter and Google+ have attracted millions of users n
the last years. One of the most widely used social networks, Facebook, recently had an 1nitial
public offering (IPO) in May 2012, which was among the biggest in Internet technology. For-

https://publications.sba-research.org/publications/krombholzetal2012.pdf
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The structure of decentralized virtual currency and its institutional design

— The control regulation and applied approach of the coreless currency —

Hitoshi OKADA '

https://www.ieice.org/ken/paper/20150312iByn/
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Alice in Euroland’

Willem H. Buiter
Professor of International Macroeconomics
University of Cambridge, CEPR and NBER
and
Member, Monetary Policy Commuttee, Bank of England.

March 17 1999.

https://onlinelibrary.wiley.com/doi/abs/10.1111/1468-5965.00159
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o Publication |l s
Affiliation Years 2017 2019

National Institute of Informatics, Tokyo,Japan

o ) Co-Authors:
Publication Topics
cryptocurrencies, financial data processing, pattern classification, peer-to-peer computing, Shigeyuki Azuchi

security of data, trusted computing Vanessa Bracamonte
Yusuke Kaneko

Follow This Author Biography Shigeyuki Osada
Hitoshi Okada is an Associate Professor at the National Institute of Informatics (NII), Japan. He Shigeichiro Yamasaki

got his Bachelor of Public Law (LLB) and Bachelor of Private Law (LLB) from the University of
Tokyo, Japan. He completed his MA at the Osaka School of International Public Policy (OSIPF) at
Osaka University, Japan. He got his Ph.D. in International Public Policy from Osaka University,
Japan. His current research topic is the consumers' acceptance of IT enabled services. especially
the electronic commerce services and the virtual currency systems. (Based on document

published on 30 March 2017).
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