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« EXIHFRRFEENEHBEHITHEE
« National Institute of Information and Communications Technology
(NICT)

« A)\—tF 31U HAFKFA T T BEEIARE
FEARE

* Eﬂjj%j__ X Hﬂ%fguﬁﬂ / }_.L:\/

« JIL—TE%, IDR—X/& IE/\ A /BEHEES, IRRA]EERES,
EFRIES R (A FER)
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W(CHIDBEERZT EDXLDICHAIENTE CEREDIES
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AHOAE (FHx)

« J\w= 1 BN
« HIRTADAA— (FLR)
o HBAMEXD)\vV 2B HX)DNSZ 5N THEXIINDMNSTRL)

« —AMEME (One-waynesss) zo/\vaflyzstEL
AdvQWE (k) := Pr[H(2) = y|z & {0,1}%; y = H(z); 2z + A1, y)] < e(k)

*

kEw bOfEXZES (SEAT

1

WEET7)L T X LAIC
523722500 T

H(z)=y&7idd
(z=xME LRV UEIZEZ
BDINFz#xTHELIWY)
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AHOANE (FHX)

« J\w = 1 BiEX
« HIRTADA A== (FLAR)
« X2ZWDH(X)=H(z) &2 #8 (x,z) ZRDIF51780)

. B2

AdvgR

7N

4 (Collision Resistance)

(k) :=Pr[H(2) = H(z) Nz # 2|(z, 2) + A(1F)] < e(k)

1

E 7))L T U X LAR
(x,z) =]

H(z)=H(x) "D )
XEzZIFBSBEERD HEENMERTED
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AHOAE (FHX)

- J\w= 1B
- —A Mm% (One-waynesss) AHADA S A ey
- EZEREE 4 (Collision Resistance) D H B4

« —MEIERIEN (IEMEIC(ZERR) hho@mZERE/ \wv=>1
Bz (J SV IRy OIRRET) 8T D &I(SHFRE
« Daniel R. Simon: Finding Collisions on a One-Way
Street: Can Secure Hash Functions Be Based on General
Assumptions? EUROCRYPT 1998: 334-345
« NonT S v IRy IRIZ50LTD
Justin Holmgren, Alex Lombardi: Cryptographic Hashing from

Strong One-Way Functions (Or: One-Way Product Functions
and Their Applications). FOCS 2018: 850-858
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AHOAET (FHI)

« —AHMEMERZMNMFIET D ERRUELERS

ERESIMETE T D

« Russell Impagliazzo, Leonid A. Levin, Michael Luby: Pseudo-
random Generation from one-way functions (Extended

Abstracts). STOC 1989
e X EXORERN(EHIBHEIES (C7RD.

« — AN FEIEI DEEBILNFET D

« Moni Naor, Moti Yung: Universal One-Way Hash Functions and
their Cryptographic Applications. STOC 1989

- EHH (NHEEES) Z—AMEEREEHS (OS5 wv D
My O FET) ¥Rk I D & (SIHIEE

« Russell Impagliazzo, Steven Rudich: Limits on the Provable

Consequences of One-Way Permutations.

STOC 1989
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RT Y (aka WSFIE) &5
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(£ © H(m)IZEM#ERLZOR)

NFERESEZAD, IDR—IX/BER—IBSED
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AHDOAE (FHX)

R (BEEIAMITARE R X)

BLS%%T %H—I [Boneh-Lynn-Shacham@Asiacrypt 2001]

XIHRART7 1 > 7 TDREEL (E W)
e:G XG> G;

Ethereum D ZEZE TIEIETIRRT77 Y > &
(BLSHH#R (BLS12-381)) & {5 H(EE\,\)

e: G, XG, - G;, G;zG,




AHOAS 55\|:_I$<=\.)

 JOvOFI—> =B8R (LHBE/HLEHRIES,
EH, —HMEEE, %EMEL;&* RaasR) CRIZESE
AN TEDON?

« LUF DSz M HEIT

« Rishab Goyal, Vipul Goyal: Overcoming Cryptographic
Impossibility Results Using Blockchains. TCC 2017
https://eprint.iacr.org/2017/7/935.pdf

- JOvOF T — >RV OF0EEERE



https://eprint.iacr.org/2017/935.pdf

rowaw Uz

ING launches Zero-Knowledge Range Proof solution, a
major addition to blockchain technology

* Prove that their salary sits within a certain
range, without revealing the exact figure.

 Prove that a payment amount is within a limit,
but it does not show the exact amount.
e https://www.ingwb.com/themes/distributed-

ledger-technology-articles/ing-launches-major-
addition-to-blockchain-technology
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PO (FEAEe) &
JOvoFTz—>
- 1> /JE% (Ring Signature)
« BZREBZIHNT LR, BRADIREEN B]EE (Membership proof)

« Ronald L. Rivest, Adi Shamir, Yael Tauman:
How to Leak a Secret. ASIACRYPT 2001

v commanons] @ @ D @)@
‘\\\‘+

B2 (ENH1DOARRICHIT)

) > CELIEREL :
INBHED ENHNC
G UEBLIET

BLIDT—H
2DEBZND > IERE(C,

EBRUECE
B I1—HDELH (c‘:ﬂbiipb\‘:\)fdlb\
esnromsen, I A G)
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T O%0:%ERA (Fﬁ &altAH) &
JOvIF 1T —

“Linkable” U > &%
« BRBATIANT LR, BRZOREN B]EE (Membership proof)

« Joseph K. Liu, Victor K. Wei, Duncan S. Wong: Linkable Spontaneous
Anonymous Group Signature for Ad Hoc Groups (Extended Abstract).
ACISP 2004: 325-335
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+ AN STAR roRFESTARY -
@ MONERO Community Crowdfunding Vulnerabllity Response Translate English ~

Get Started- Downloads Blog Community - Resources-
Moneropedia
Ring Signature
The Basics

In cryptography, a ring signature is a type of digital signature that can be
performed by any member of a group of users that each have keys. Therefore, a
message signed with a ring signature is endorsed by someone in a particular
group of people. One of the security properties of a ring signature is that it should
be computationally infeasible to determine which of the group members' keys was
used to produce the signature.

For instance, a ring signature could be used to provide an anonymous signature

from "a high-ranking White House official", without revealing which official signed
the message. Ring signatures are right for this application because the anonymity
of a ring signature cannot be revoked, and because the group for a ring signature

can be improvised (requires no prior setup).
LED b 7 = 7 =

(Linkability) BSECHAZT2 2020

https://web.getmonero.org/resources/monero
pedia/ringsignatures.html
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JEXFEECOXNGHEERA (Non-interactive
Zero-Knowledge proof, NIZK)

- (EXNZIEANFERERZZE X DIHZS(Eproof TlEik<argument)

(K, P, V)

KeydD X S2ED (HiBEZ=RIEHR, Common Reference String: CRS) 4Rk
Prove (GEBR): crs, x, WA, pi B/7
Verify (#23IF): crs, x, piA#1, 0/1H7] YW EDOTED

NP=:E (Language Xl RANEH
L: (Language) wldZ 2 73 UL Tx=H(w) Z

w € L: s (witness) mlcIwEzRl > TWA T &ED
EEBRpiZ 1E V) 7= U
Informal example

For x, define L s.t. w € L if H(w) =

E{% (Relation) R(;C,w) — 1 =




N

7

FEXT5E

Kl5akEL

BH (Non-interactive

Zero-Knowledge proof, NIZK)

Definition 3.4. (NIZK with CRS) A pair of PPT algorithms (K, P.V) is a NIZK argument (:)f knowledge)

for a language £ € NP with witness relation R if it satisfies the following conditions:

e (Completeness) For all (x,w) such that R(z,w) = 1, there exists a negligible function negl(-) such that

Pr[V(crs,z,m) =1 :crs « K(17); m < P(crs,z,w)] > 1 — negl(X).

e (Soundness) For every x ¢ £ and all PPT adversaries A, there exists a negligible function negl(-) such

that

Pr[V(crs,z, ) = 1:crs « K(1%); 7 < A(crs, )] < negl()).

e (Zero Knowledge) There is a PPT algorithm Sim for the argument system such that for (x, w) subject
to R(z,w) = 1, the following holds

{(ers,m) s crs = K(17); 7 + P(z,w)} ~. {Sim(z)}

[Goyal-Goyal @ TCC2017]
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JEXFEE T OXNGKSIERA (Non-interactive
Zero-Knowledge proof, NIZK)

H Lwhixe D

551%727\%7?: L

fPPT algorithms (K, P, [N 0 hdge)

WEF 73 X L )
VA1 (accept) = Yyt
H 9 DHEERND

rs < K(1%); 7 + P(z,w)} ~. {Sim(z)}

[Goyal-Goyal @ TCC2017]
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JEXFEE T OXNGKSIERA (Non-interactive
Zero-Knowledge proof, NIZK)

Definition 3 ==z, PT algorithms (KC, P, V) is a NIZK argument (Df knowledge)
for a language '(“ :E) X Lj: = o0 6\_ if it satisfies the following conditions:

e (Comple A > T \) \ fd: \/ Nz, w) = 1, there exists a negligible function negl(-) such that

K(1*); © « P(d I&%%Aﬁi\gﬁ Elﬂ

e (Soundness) For every = ¢ £ and all PPT adversaries A, t
that

-) such

Pr[V(crs,z,m) = 1 :crs «+ K(1%); m « A(crs, z)] < negl()).

MREET7 LT Y X L

VA1 (accept) =
H I ARESR L [Goyal-Goyal @TCC2017]
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JEXFEE T OXNGKSIERA (Non-interactive
Zero-Knowledge proof, NIZK)

Wi 'Lﬂ] -> CWhC T’EBZ L7- Y. (K,P.V) is a NIZK argument (of knowledge)
oi Y21 X A sfies the following conditions:
(D) bDEELZE
MTZ 5
(= pin LWDIEH L
IRALZR LN AR

(crs, z)] < negl(\).

or the argument system such that for (z,w) subject

{(ers,m) s crs = K(17); 7 + P(z,w)} ~. {Sim(z)}

widFRlI b WATZITED

BSECH3i= 20]
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FEXT5E

Kl5akEL

BH (Non-interactive

Zero-Knowledge proof, NIZK)

« Witness indistinguishability (WI)
 Zero-knowledgek D550 W=

« CRSLYSTRLY

o TUFE : withesshwlEW2EEHFELUREES, E550
witnessZz{EH LIz h pih' Siwi7au)

e (Witness Indistinguishability) For any sequence Z = {(z,wy,wq) : R(z,w1) = 1 A R(z,ws) = 1}

{my : T+ Pz, “}1)}[.1:.1'!.-‘1_.TL-‘Q)L’:I . {my Ty + P(x, “"2)}[.;,-_.u.:L_.wg)eI

[Goyal-Goyal @ TCC2017]



JEXFEECOXNGHEERA (Non-interactive
Zero-Knowledge proof, NIZK)

« Witness indistinguishability (WI)
» Zero-knowledge X D 55U VEEE: (I
. VAR SELAY2D (wl & w2)

e (Witness Indistinguishabilj or any sequence Z = {(z,wy,ws) : R(z,w1) = 1 AR(z,ws) = 1}

cT ~c {Wz P 'P(%WZ)}(I@I,M;}EI

SRR

»0)/09/2



Overcoming Cryptographic Impossibility
Results Using Blockchains
[Goyal-Goyal@TCC2017]

- IEXFERECOXNGHEERA (Non-interactive Zero-Knowledge
proof, NIZK)

- IHIESRIEH,R (Common Reference String, CRS) MIEE
([CHERRENDIRE (Trusted Setup)
. Setup{RERUIEEEENBPPICHIFEEMNS [Ore87, GO94, GK9I6]
SBEIS A LASTILIEIEZIRWN)

» SHNCRSZ/ES DM EE
- FFICIEPREIEDIBE

» SENNENTNTNCRSZFAAL, SMBORFNIEETHDE
IRE I Bmulti-CRSEF)L [GO07].
« [GOO07] Jens Groth and Rafail Ostrovsky. Cryptography in the multi-

string model. In CRYPTO, volume 4622 of Lecture Notes in Computer
Science, pages 323-341, 2007.




Overcoming Cryptographic Impossibility
Results Using Blockchains
[Goyal-Goyal@TCC2017]

+ EDOITTLK KD EUEERA GHlITHRXESER)
- SEBAE (G T OwOF T — 2B (=crs) (I LA ZEEA

BMForkUf=JOwvoFT—>
WMFEET D

welL OR

c1 = Commitment(w)
co = Commitment(f) (f is all zeros with the length |w|)

NIWI argument:

cliE win L (CX 9 Bwitness wDIA=w bX> NTHB, or
c2(IBMforkUTet+aRVLWI OVIFT—2DIZY hXAX RNTHD



Overcoming Cryptographic Impossibility
Results Using Blockchains
[Goyal-Goyal@TCC2017]

e EDI LKL D EUEEA GEHll I EmXXE=ER)
- iFRAE T @ ] 5 1FAA
Ay P AVINEDT, clE2D B
w < L [FwRfDIEHR (/AL 74 L —

c1 = Commitment(w)
co = Commitment(f) (f is all zeros with the length |w|)

NIWI argument:

cliE win L (CX 9 Bwitness wDIA=w bX> NTHB, or
c2(EBhforkUTlet+RVWJ OV IOFIT—>DA=Y b AT R THD
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Overcoming Cryptographic Impossibility
Results Using Blockchains
[Goyal-Goyal@TCC2017]

+ EDOITTLK KD EUEERA GHlITHRXESER)

- SIEBRE (FD

w2IF1T—>2B (=crs) (X U ZEIEEA
~ BhtForkU /=2 OwOF 1T —

HohAlifMlwazE - TWADTHNIL
OREFR D AL FE (Zhk V) 4/)@??5)%

NIWI argument:

HYiE % (Completeness)

cliE win L (CX 9 Bwitness wDIA=w bX> NTHB, or
c2(EBhforkUTlet+RVWJ OV IOFIT—>DA=Y b AT R THD
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Overcoming Cryptographic Impossibility
Results Using Blockchains
[Goyal-Goyal@TCC2017]

+ EDOITTLK KD EUEERA GHlITHRXESER)
- SEBAE (G T OwOF T — 2B (=crs) (I LA ZEEA

IWEE D E DstakeH Minority TH 5 ERE, wi
Mo WiGa ICforkz ERRT 2 Z &I FTEAWL

(Soundness)

NIWI argumertts

cliE win L (CX 9% Witness wD1=w b X> NTH B, or
c2(EBhforkUTlet+RVWJ OV IOFIT—>DA=Y b AT R THD
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Overcoming Cryptographic Impossibility
Results Using Blockchains
[Goyal-Goyal@TCC2017]

+ EDOITTLK KD EUEERA GHlITHRXESER)

]\ SR (— > o =

> I a2l —XIIMajority TH 5 IE ELLSIIHE
(=IEETIEHEW) 25 L TforkZ /ERL T
NIL, REEIC B Spix “WeRl o< TH”
YERL T E % (Zero-Knowledge)

NIWI argument:

cliE win L (CX 9 Bwitness wDIA=w bX> NTHB, or
c2(EBhforkUTlet+RVWJ OV IOFIT—>DA=Y b AT R THD
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